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 Stay Protected

Get notified when your email appears in future data breaches

Notify Me

5
Data Breaches

Oh no — pwned! This email address has been found in multiple data breaches.

Review the details below to see where your data was exposed.

Deezer

In late 2022, the music streaming service Deezer disclosed a data

breach that impacted over 240M customers. The breach dated back

to a mid-2019 backup exposed by a 3rd party partner which was

subsequently sold and then broadly redistributed on a popular

hacking forum. Impacted data included 229M unique email

addresses, IP addresses, names, usernames, genders, DoBs and

the geographic location of the customer.

Compromised data:

 Dates of birth

 Email addresses

Nis
2019
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 Email addresses

 Genders

 Geographic locations

 IP addresses

 Names

 Spoken languages

 Usernames

View Details
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Collection #1

In January 2019, a large collection of credential stuffing lists

(combinations of email addresses and passwords used to hijack

accounts on other services) was discovered being distributed on a

popular hacking forum. The data contained almost 2.7 billion
records including 773 million unique email addresses alongside

passwords those addresses had used on other breached services.

Full details on the incident and how to search the breached

passwords are provided in the blog post The 773 Million Record

"Collection #1" Data Breach.

Compromised data:

 Email addresses

 Passwords

View Details
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Dubsmash

In December 2018, the video messaging service Dubsmash suffered

a data breach. The incident exposed 162 million unique email

addresses alongside usernames and PBKDF2 password hashes. In

2019, the data appeared listed for sale on a dark web marketplace

(along with several other large breaches) and subsequently began

circulating more broadly.

Compromised data:

 Email addresses

 Geographic locations

 Names

 Passwords

 Phone numbers

 Spoken languages

 Usernames

View Details
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Dailymotion

In October 2016, the video sharing platform Dailymotion suffered a

data breach. The attack led to the exposure of more than 85 million

user accounts and included email addresses, usernames and

bcrypt hashes of passwords.

Compromised data:

 Email addresses

 Passwords

 Usernames

View Details

Eki
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2
Paste Records

Instances where your data was found in text sharing sites or public data dumps

CrackingForum

In approximately mid-2016, the cracking community forum known

as CrackingForum suffered a data breach. The vBulletin based

forum exposed 660k email and IP addresses, usernames and salted

MD5 hashes.

Compromised data:

 Email addresses

 IP addresses

 Passwords

 Usernames

View Details

Tem
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Have I Been Pwned

Check if your email has been compromised in a data breach

Services

Email Search

Domain Search

Information

Who, What & Why

FAQ

Paste Title Date Emails

 underground-revolution.eu - 469.452

 www.pemiblanc.com - 3.800.942

904
pwned websites

15,099,851,757
pwned accounts

Sponsored

Use a password manager to generate and store strong, unique passwords for all your

accounts.

Try 1Password

! Check my email
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