Zararli yazilim bilgileri

Dosya adi

Dosya boyutu

Dosya tiiri

MD5

SHA1l

SHA256

Botnet

Paketleyici/Derleyici Bilgisi

Derlenme zamani

d649524fba7b0571351c386359e132287817
00def5904eed2c2455el15b2afd66.exe

205.50 KB

PE32/EXE

baa9ela92bab85279dcalaed641f1fa9

€26721107dcel355b8ecc71b457543b25cea
b823

d649524fba7b0571351c386359e132287817
00def5904eed2c2455e15b2afd66

f624ecb4a0335cf66bf78daOcad7echc

Microsoft Visual C/C++(2010)

2024-04-0516:00:03

Zararli yazilim gereklilikleri

Zararli yazilimin hedef aldigi isletim sistemi:

e Windows 10 ve Uzeri. Zararli yaziim Windows 7 makinelerde ¢alismamakta.

Kullanici adinin “JohnDoe” kullanici adindan farkli olmasi gerekmekte:

5.33'”55” = EntryPoint R T e

can d649524fb37b0571.351\:356359:13225751700d=!’59042:d2\:2455elsbzafdss Ds2780 e IR

push e ECX  D357FC30

lea ecx, dword ptr ss:leb EDX 00000006

€all d649524Tba7b0571351c386359e13228781; 456.DGFD0D e8P 4
E8 7E7DFFFF Call dessss4barbos71351C38635 9613228 81700defs 90 4eed2 c2455 e15b2ar 066, D70100 ESE  0357FBCH &"J0hnpoe”
8815 ABF4FE00 mov, edx, dword pir ds: [ 00F&8F4AS: &" JohnDoe ESI 00000000
50 push ea &"JohnDoe_zorro” EDI 00000000
045 ES Tea cax, Vdword ptr =5 -181: " JohnDoe_zorro
o ear7ps00 [T & Spchines EIP  00D783B1 d649524FbaTb057135 1c38635 9e132287
£040 DC ;ﬁghecx dword Johnoe_’ S R
52 push edx 2580 A
8045 DO lea eax,dword ptr ss: 0] : " JohnDoe OF 0 SF 0 DF O

push eax JohrDoe_zorra” CFO TFO TIF1
804D F4 lea ecx,dword ptr ss:lebp-Cll
£ 1o7arrer call newsufbamnsnzsn 6359213228781700def 466.DGFECD LastError 00000000 (ERROR_SUCCESS)

mov_ecx, e eax:&"JohrDoe_zorra” Laststatus CODD0034 (STATUS_OBJECT_NAME_NOT_FOUND)
fe terarree call d649524Fba7bDE71351(355359:132257817D0dzf5Qndezdztzasselsbzafdsﬁ DeFECO
sacs mov eax eax:a”JohrDoe_zorro” G5 0028 FS 0053
EE OFTEFFFF CaT1 06495 247barb0s 7135 1c38635 5132287 8170005 S04eed2 2455 e15b2aT 66 DEFECO = D 03 Gs
50 push_eax eax:&"JohrDoe_zorro” oo l=toos,
804D Fa lea ecx,dword ptr ss:[ebp—cl)
EE 2GTAFFFF cain d649524fb37b0571351c3 255122287 81700deE 304 eed2c2455 e15b2af d66 . DEFDED
804D E8 lea_ecx,dword ptr 5s:[ebp-1s J0hnDoe_zorro EmpTy 0.
£5 EETIFFFF call dﬂsszqua?bos‘nssl\:sss 59132287817 00deT5 504 eed2c2455 e15b2at d66. DEFD D Empty 0.
804D DC Tea_ecx,dword ptr ss:[ebf J0hnDoe_ Empty 0.
ES BE7TIFFFF €all d649524Tharbos71351c386359e13228781700deTs 904eed2c245515b2aT d66. DEFDEO Empty 0.
804D DO lea_ccx,dword ptr ss:[=bf Johnboe Empty 0.
ES AETOFFFF canl newsufbamnsnzsn 8635 9e13228781700def 466.DGFDED Empty 0.
sD4p Fa Tea ecx,dword : [ebp Empty 0.
EE CETBFFFF Gall G455 241057 b0s 7 1 55105 8655 5e132287 §17000eTS 504 eed2C2455 e15b2ardEE DEFFAD Empty 0.
50 push eax eax:a”JohrDoe_zorro”

push x87Tagword FFFF
68 03001F00 push 1 5 i
FF15 98FFFa0D €all duord prr ds: [<e0pencvencaz] 0 3 (Empty)  X87TW_1 3 (Empty)
] S = JohrDoe_zorro! > 3 (EmATVA_ YATTW 2 3 (FmATVA
74 30 je asqssufba?bnsnzn 6359213228781700def d66.D7841C il 4
sD6224 00 lea esp,dword ptr ss:Eespl *30hnDoe =
50 push eax JohnDoe_zorro Befouitfairicall =) [ Unloc
FF15 CaFFFaog €all dword ptr ds:([<&Closerandles] 1: [esp+4] 00000000 00000000
€8 5EI1E0000 185 2: [espre] 00000007 00000OD
FF15 A4FFF900 Gl dword prr ds: [<asteeps] 3: [espic] d649524Fba7h0s 71351c38635 9e13228781700de
sDap Fa lea ecx,dword ptr ss:[ebp 31 [e2h+101 700000000 59300000
EE 3ETEFFFF Call de4s5247barhos71351c38835 9e132287 81700deT5 504 ced2c2455 e15b2ar d66. DEFFAD 5: [esp+i4] 0DDO0DOS DO0DOOOS

eax:a”JohrDoe_zorro
€A 00
65 03001F00 S
»




Ek Bilgiler/ Analist Notlari

L mm wmamp e e asanms RS e e
COE s taws tulieslre nLARE
By | riog [ lretes | ® bresponts | M8 memorysao | () colstck | s | oisowt [ @ smbos | <2 sowce | o References | 9 Thveads | i randes | €7 Trace |

. 60423 00 mov DyTe prr ds:[eox+es1],0
B5F6 Test cs1 es1
. 8835 1CI0EFOD mov esi,dword prr ds:[ealstrlents)
- 8350 FC ov dword pEr 255 ot [ebp-4): "INSERT_KEY_HERE" |
= = 74 59 je dea9si4Tbaibosi13s1c 563590132287 617 00der I
® 8845 OF moy eax,dword prr ssifebpeel
- sub eax,cbx ebx: “INSERT_KEY_HERE™
- 8945 FE mov dward prr ss -5, =
- 65 Sn 08495 24 TBAT DS 7 19514 35635 56132267517 00a| BF 6160: "Browns Lake derives 1Ts name from Henry Brown, A pioneer sertler.”
» | ODBD220A FFD esy
- 8 5h 6495 24TbaT0ET1351C38635 913228787 00C(BF 62AS: "Tiffany Alexandra Brymer (Dorn Januvary 21, 1981) 15 an Aserican former tennis pli
- FFDE esd
- :sm sh di:?s2+9ba'D}i?l?sl{.isszs9912225-‘!1-‘006 BF6200: "Andrea Robin wood (born March 2, 1973) 1% an American atterney serving as a unie
- s
- :gogﬂzm 5h d6495 24TDaTROST 1S 1CEEEIE 90102267 HLT000) BF6208: "Richard Marston (184771927) was an English scenic designer who had a prosinent ci
& esd
BE4D OC mov ecx,dword prr cs:febp+Cl) [ebp+C]): "XODAAPTAGDL 20K3"
51 push acx
G30F add ebx,edi ebx: "INSERT_KEY_WERE™
FFDE M e
8BCE MOV EC3K, £
3302 xor adx, edx edx:"osse 15 A Town fn southern Lisestone County, Texas, United States. The papulatien wi
I #|| COBD 2 2FD BBET MoV eax,edl
1 || DOBDZZFF FTF1 div ecx
»|o0EDZ2301 8B45 OC mov eax,dword prr Feopicl [ XOD4APTAGDL ZONS"
»|0DED 2304 &8 push d6435 24 fbas b 351C38635 90132287 817004 ristina Garmendia y Mendiz7bal (born 1962 in San Sebasri?n) is a Spanish biologi
» | 00ED2 309 BA mov C1,byTe prr ds:[edxseax
o || OOBDZ 30C BB55 FB mov edx, d-uru p(r ss.lcbp E
- xor c1,byte 1 [edx+ e
- mov Me pEr d:, [em:Lcl #bx: "INSERT_KEY_HERE"
- 1
- UG-&')SJ-H'M EOS7ARSACIEE3E SE1R22ETELT OO BF G400 "KOSSE 15 & TOwWn 1N SOUThern Limestont County, Texas, United States. The populatic
- &
- Tw eg'.!‘c mrﬂ prr Bezp-4) [ebp-4): "INSERT_KEY_HERE"
- ne
cmp edi dword pir ss:fevpe10d
]b m: W t:s:.:zmsuu::vuvuodcf
241

figia 15 a municipality in the northeastern part of the state of Far?, @raril. T

Stringler Uzerinde gérdugumauz sifreli textlerin dinamikte ¢ézuldugunu géruyoruz.
Stringlerin Windows APP’lari ¢6zdugu gozlemlenmistir.

(44 int3
BA OF push £
&8 push 06495 24fbarb0s 71351038635 96132287 81700de 5904 eed2c2455615h2afd66. 1123368 | 3833681 “NOOAAPTAGDL 2089~
[ ush 06495 24TEATBO 135138635 98132247417 Ndc s‘mlecazcussc ShIafdes. 1121378
E@ OFFBFFFF 4643524 barbos T 22455615028 d66. 1
&a OF push £
push 06435 24fbaTb0ST1351c38635 98132287 81700def 5904 aed2c2455815h2a d66. 1123388 | 1122388: “ME2AYOR IQ6PEMD™
] ﬁﬁﬁﬁ push \!t-wsrﬂbo TBOE? JJSHJSE-.IS'N‘J“.‘S'W T00derE 904 eedl 4L e150TATI0E. 1020098
m sov_dword pEr di: [132F1F4 0132F1F4: & INSERT_KEY_MERE™, £ax:“GetUserNanch™
call Ilﬂl'l!lfbl‘l’ Tikslc mlmuzoru?mmwzczﬂsnlmufm 1102240
B4 0OC push
68 ABIBA20L push 46435 2475a7b05 71351038635 96132287 417 000eM5 2040602 C2 455015020066, 1123248  |11233A8: "Q0B0B125 1666
&6 push d643524fbarbosT. 1351€30635 96132287417 oodefsa04eedzc2455e15h2afd6s. 1123368
A3 BOF23204 mov dword prr ds:[132F280], e O132F2B0: &"GeTProcAddress™, eax:  GetUseriamed”
E{: EgFAFFFF -h gHQﬁ fmmnas:c;usssmazn?umerswa-mxnssusmam 1102240
pus!
push d6495 24TbaTb0s 7135138635 90132267 81700del 5 9048edIc2455e15b2ald66. 11233CE [ 11233CH: "SEMUNTFA"
68 4333003 push as:gsufm bu; :1;1:zss;sqz-z123*srmae-;goaumcus,vs:za-aes 1123304 11233041 "UES V2"
A3 QLFO3300 Sov_dwidd pre FODEC] , & O132FO00C: &"LOAIL 1D &F VA", E8N: “GETUSEF NEBEA"
E: EEFA.FFFF call duasufhu‘rbn-s1-1as:.:amsmazurummwmz:ussusm-mu 1102240
push

push 46495247 ba7h0S 7135 1c38635 96132287517 00dE TS 904 ced2C2 455 E1Sh2ardE6, 1123360 | 1123360 “DOIOSNFRRE"
9ulh dhi;brifhd FROSTA351c 36635 ded 3267 BAT00de S M0 deedicl 4ES easbialdee. 112 53EC

- uun=4rmb5ﬂ:m.clmlmnaornmmwuztlsnlnvﬂs 1102240

push dm-mnfm.‘hb'..‘n BS1chBeRE dedli2ET 41T 00de M S B0 inedic2 455 eitbalfdi. 112EFE | 112RIFE: "USHKZT IOIVEG"
push d6495 24TbATDOS 7135 1C 38635 90132287 817 000e NS 9040802 C2455215D2ANAEE. 1123408

O132F468:1 &7 1SErcataA™, eax: “GETUSerNamea™

B0V dword ptr O FapQ] , eax O132F400: &"0penEVEntA”, eax! “"GetUserkanes”
E&IN d643524TBATBOS T1351E38635 = d2€2455 €15 B2A066. 1102240
3C: add esp, 45
B4 0 push &
€8 LE34120% push 6435247 ba7b05 71351038635 96132287 8170006590420 C2455€15b2a0 066, 1123418 | 21123418: "XSD2RVES 551"
€5 Z4341200 oush 06495 24T ba7bor usunussesszu B1700der s 904eed2cz455e15b2aldes. 1123424
A3 ZEF13200 dword ptr d n&s ; 0132F138:47CreateEventaA™, eax: “GetUserNames™
E‘: EEF!FFFF - IH’IZQFBI? T1ISLCIBEIE MRAI2TET BITOOMLTS OO 0ed2CT AR5 1S D2 ATIEE, 1102240
push
&8 30341204 push dauszafbdrno I51cIB635 Se13 2267 BAT00deM S D04eedic4bSelSbialdés. 1123430 1123430 "WIBUN™
&8 push d649524Fbarb0s 7135138635 9813228717 00def 5904880202455 £15h2 a7 066, 1173438
A B0y dwrd pre o F124] , ¢ax O132F124:47CT05eHANGT 2™, &AX: "GRTUSErNATEA™
EB TIFAFFFF &N d6435247baTbOST1351C38635 'S dzez 1102240

Farkli bir algortima ile dynamic resolving islemi yapilmaktadir.



(< int3

[ ints

o int3

A1 £0035900 mov_eax,dword ptr ds: (§30150]
B5CO TEST &R, EAX

@
L]
o
E
-
:‘g

mov eCx dword prr ds: [B7

5908007 , cax
mov_edx dword pEr ds: (5904501
push edx
push eax
EEN dword ptr ds: [<RGEEPTO
|mov ecx,.dword ptr ds: lsrfan!
mov edx , dword 50!
push ecx
push edx
mov dword p(r .I : [S9007C] , eax
EEIN dword E rProcAddr essn ]
|OV ELX , Mrd M’r 453 [§90250]
mov dword pEr dsi[SEFFDA],eax
mov eax,gword ptr ds: (S7FO88]
push eax
push ecx
Eall dword ptr d—.:tzMﬂlru:Addrcs;::
mov w\.dmrd proica: E?FIEI

A3 mov dword ptr ds: ’L

Al mov eax ,dword prr \I < [B

52 push edx

50 push sax

FF15 BOOOS 300 CEIN dwird e di: [<RGETPrOCAGOrEsEa]
BEOID B4F mov ecx dword ptr {s7FOBA

Bh1E moy el dword prr ds: [S90L50,

51 push ecx

52 push edx

A3 T7ADLSDO0 mov dword prr [sso:n] eax

FFA5 BOO05 00 ENIN dword ptr ds:[-&GetProcAddresss)
BB 5005 PO mov ccx,dword grr ds :mso]

je dE43524fbaTho57135 1(3“35&1322&'."H'."MdcfSSIDIcnﬂ:E-IESclEIrZuFd‘B. I6BELE
434]

reenshot. jpg
EANEUSEP EEASNOT. 1P
005 TRA34: 4™ GeTINViron

)
T et el

&"GlobalLock
is a munic

FOE4:4"Globals
"igia 15 2 munic

awric
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ze®

e

e

neastern

northeastern

pality northeastern part of the state o
pality in the northeastern o

1pality 1m the northeastern part of the o
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OOSTFOBE: 4~ HeapFree™
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GetProcAddress ile Dynamic resolving islemi yapilmaktadir. API’ler ¢6zimleniyor.

& 1351c 228781700def!
File View Debug Tracng Plugins Favourites Options Help
SE 0l to By twl L2 Pxe i

PID: 4012 - Module: 1

Jan 25 2023 (TitanEngine)

Thread: Main Thread 3860 - :32dbg

4~ References

' Thweads | & Handes | 7 Trace |

[E=E B C x|

Bicru | itog | [Notes | @ Brelponts | M MemoryMap | [ CallStack | 53584 | Lol saipt | % symbols | <3 sowce
012A5B02 1

E8
2 Rehieeer
50

804D EB
CBa5 FC 27
ES CBAZFFFF
8D4D DC
885D FC

ES SDA2FFFF
68 8732801
8055 DC

52

804D EB
EE ECAIFFFF

£8

REE

£5 Senarie

885D FC

ES 33A2FFFF

68 CC732B01
5 DC

804D E8
ES 63A3FFFF
50

804D E8

€645 FC 29
EE TEAZFFFF

885D FC
EE DBAZFFFF
EE SEASFFFF

50
804D DC

51

804D E8

ES 39a3FFFF
50

8D4D E8
Ce45 FC 24
ES $CA2FFFF
804D DC
885D FC

EE E1AIFFFF
68 DBTIZE0L
8055 DC

52

204D EE

Em 1nazceee

push ecx

lea ecx,dword ptr ss:[[ebp-12]

€al1 d6495247harb0s 7125138625 96132287 817000875 9048202C2455 €15b2ar 066, 129FECO
push eax

lea ecx,dword ptr ss: [ebp 12l
mov byte ptr ss:[febp .

BRI Hesobmarbarboso1ind

Tea ecx, dword prr s3:flebp-24]
mov byte ptr ss:|febp-a], b
L
push de495247ba7bo5 7135138635 96132287 81700def s 504cedzcz 455 e15bzaf de6. 128738
Tea ed, dword prr ssilfebp-2

12132287817 00def d66. 129FDEO

push e
Nea ecx,dword ptr ss:[ebp-15]

Eall 4519524 7ba7b057135138635 96132287 61700deF 590 4eed2c2455 e15b2af 466, 129FECO
pus

lea e:x dwrd Dtr‘ ss [ebp -12]

mov

:lle
call 5549524fha?DOST1151:186355e132287817Dndefs904&202:2455!15b2afd§5 129FDED
241

213228781700def 456.129FD80
push d6495247bazb0571351C38635 36132287 81700075 903620202455 815b2af 066. 1257 3CC
Tea eax,dword ptr ss:[ebp-z4]

push eax

Tea ecx,dword ptr ss:[ebp-1s]

call dsqssz4fha7tms7u51ans;sseuzzn;nlmnderssmeedz(zqsselshzardss 129FECO
push e

§ea ecx, dword ptr ss: cbp-1c]

mov byte ptr ss:[ebp 4l 2

call d549524fha7h0571351(35535seuzznmuondefs9oqeed2(2455g15h2afdss 129FDE0
Tea ecx, dword ptr ss:|[ebp-24]

mov byte ptr ss:[ebp-dll, b

call de49524fba7b0571351,
€all de455247barbos 71351
push ea

lea e:x dwor"d ptr ss:lfebp-24]
push ec

§ea ecx, awora prr ss: eop-ol
gall de4ss24fbarbos713

£13228781700def
e13228781700def

d66.129FD 80
de6. 1240100

1213228781700def d66. 129FECO

pus!
Tea cox dword prr ss:febp 2o
mov_byte ptr ss:[lebp-4],2.

call dmss21fha7hns-?1351(3ns}s9&1322n?nl?Dndefsaneed2(2455215hzafdss 129FDE0

Tea ecx,dword ptr ss:[[ebp-24]

mov byte ptr ss:[febp—4

call d549524fh37h0571!51(356359213225751700d8f590422d2(2455:15h26fd55 129FD8O

push d649524fba7b0571351c386359e13228781700def5304eed2c2455e15bzafd66. 1287308

Tea edx, dward pir s=ifebe-24]

push e

Jea ecx, dnord ptr ss

nazhne s

u

[ebp-12]

S1ramcacasiazoer

nnAsfranasady-zac

13asEcn

[ebp-24]

[ebp-24]

[ebp-241:

12873¢€
[ebp-24

"user Name:

[ebp-24]:
scx
[ebp-18]:

[ebp-18]

nComputer Nar
[EbD-l.S] E

uter Name:
\nComputer Name

1:"\ncomputer Name:

"\nComputer Name:

"\nComputer Name:

nComputer Name:
\ncomputer Name:
"\ncomputer Name:
"\ncomputer Name:
"\nComputer Name:
\nComputer Name:
\ncomputer Name

\nComputer Name:
\nComputer Name:

"\nComputer Name:
*\nComputer Name:

pnconpeteia:

N
Pcomputer Name:

WIN-LIKDN75FEDI\NUser Name: Zorr
WIN-L1iKDN7 7803 nUser Name: zorro"

WIN-L1KDN79P80I\NUSEr Name: zorro”

WIN-L1KDN79P80T\nUser Name: zorro"

TN 0T e erfihane: znrrn
-L1KDN79P80T\nUser Name: Zo
WIN-L1KDN79P80T\nuser Nane: zarro”

WIN-L1KDN7SPE0T\nUser Name: zorro"

WIN-L1KDN79PS0T\NUSEr Name: Zorro”

WIN-L1KDN79P80T\nUser Name: zorro"

WIN-L1KDN79P80J\nUser Name: zorro®

WIN-L1KDN79P80J\nUser Name: zorro”

WIN-L1KDN7SPE0T\nUser Name: zorro"

WIN-L1CON79PSOTwnUSEr Name: Zorro”

WIN-L1KDN79PB0I\NUSer Name: ZOrr
WIN-L1KDN7SPB0T\nUSer Name: zarro”

WIN-L1KDN79P80J\nUser Name: zorro®

WIN-L1KDN79P80J\nUser Name: zorro”

: WIN-L1KDN7SFE0J\nUser Name: zurru
1KDN73PE0T\nUser Name: zorr
WIN-L1KON73PS0I\nUS er Mame: Zorro™

¥ pump 1 | 4% Dump 2 | Y4 Dump 3 | Y49 Dump 4 | Y44 Dump 5

@wmu | weltocas [ 7 struct |

IR

013D4F80

Hide FPU

EAX  013D4F70 de49524Fbarb0s71351c38E2E 4

EBX 00000001

ECX 013D3F80 "\nComputer Name: WIN-L1K|

EDX  03B2AZ44 &'\nComputer Name: WIN-L1

EEP  03B2A368

ESP  03B2a1ED

ESI  03B2A388

EDI 00000000 =

EIP  012458a8 d649524Fba7b05 71351038635

EFLAGS 00000202

ZF 0 PF O AF D

OF 0 SF O DF O

CFo TFO IF1

LastError 000000CE (ERROR_ENVVAR_NOT_FOUND)

Laststatus CODD0100 (STATUS_VARIABLE_NOT_FOU

G5 0028 FS 0053

ES DOZE D5 0028

€5 0023 55 0028

ST(0) FFFFO000000000000001 XE7r0 Empty inval

ST(1) FEFFO00DDO0OFFFEFEFF XB7ri Empty inval
[ =7¢2) Frrroooo000IBE76F4a0B xB7r2 Empry Tnval

ST(3) FFFFOO0DDOOOFFFEFFFF X87r3 Empty inval

ST(4) FEFFO000000000000000 XE7r4 Empty inval

ST(s) FFFF0000000000000000 X87r5 Empty inval

ST(5) FFFFO0000000000D0001 X87r6 EmpTy inval

ST(7) FEFFO0000000D2SDIECD XE7r7 Empty inval

xa7Tagword FFFF

XB7 TW_ o 3 (Emply) X87TW_1 3 (Empty) -

Tera FEmnty leTrwTs I iEmnnin
< i »
Default (stdeal) 7|5 1] [0 unlocked

01287308 dsw;znfharbo;?usidssar

0
de495247barb0s71351c38635 96132287 81700deF5904eed2c 2455 e15b2afd66. "\ncom ..

&”hteps: //ndearn. xyz "
e Pointer to seH_Record[1]

] e e e L ] e DAL LI d649524Tha7b0s 7135138635 9€13228781700def5 904 eed2c2455 e15b2af de6. 012827¢
76F00020(90 90 90 90 3
e s R S & return to d649524fba7b0571351c386359e13228781700defs 904eed2c2455 e15b2aF
s o 5 46435247baTb057135 138635 3e13228781700der 5 304eed2c2455 e15b2at d66. "https
76F00060| 8B 0D 00 0O

Zﬁ:ggg;ﬁ g; gi 22 25 d549524fb67b0571351(355359213225751700dﬁ5904!2d2(2455Elsbzéfdss MDZ]1 -
< v
Zommand: Commands are comms separated (like asserbly instructions): mov eax, ebx Default

Sistem bilgilerini ¢geken birgok fonksiyon mevcuttur.

gosteren ekran goruntusu iletilmistir.

Sadece bilgisayar ve kullanici adini




push enx
pUsh eax

edx
push d64352
"

eex
dword

1F

esi
dword
ehix

eax, 400100

push eax
Bov eax,dword pTe o5: [BRF168]
push eox

Bov €51, eax cax: "WTTP/1. 1"
cmp esi,ebx
J! ns-uz;ummm;nmuu:uymﬂsmmuﬁsmmm. 175B4C

Je MNM
or aunru ptr ss: lehu 1c, 10300

5
q:l eax, dword pr S5i
push eax

edi , eax
By wa B:r ss Ielw- :DI.IW

’ - - -
TEsT NI.‘( eax: "HTTP /1.1
3R dee9iaetoarnos Tass1canEISSeL 2455 8150281066, 175ABE

mev e:‘.-nnurd PEr =

1
+ CORSFLE “HTTP/1.1"

BN THTTP/L. 2"

4fDaTbOST1351C386359c1 32257 81T000¢TS I04ecd2C245 561502 Al d66. 196976 196378: “GET™ j

ptr ds: [<&HETpOperRequestas]

59132267517 175475

- 1Cl
ax: "HTTP/1.1"

ptr ds:[<aInternetSetoptionas]

eax: "WITP/1.1"

e | -
Al e, S ST R T T TR P ——

i ] v

Ndearn.xyz’ye istek atacak fakat Internet acik olmadigindan KiUserExceptionDispatcher yakaliyor ve
hata veriyor. O sebeple istegin gidecegi alani nope’luyorum.

Sssssaannnsnd

LA AR R R AR SRSl ]

01035 A5 1
01035453
01035455
01035458
01035450
01035 A5F
1035 AEG
01035466
01035 AGE
0035 AEC
01035 A6E
01035 AEF
O103SATE

&

01035ATF
Gi0ss ABO
01035 AEL
01035484
01035A85
01035 A58
01035 ABC
01035 AEE
01035AEF
01035451
01035ASE
01035ASE
01035280
01035 AAZ
01035 AAT
01035484
01035 AAC
Dll!l ¥ '-AB).

S

- 74 1

LT RRE W LSk RAZ )
mov e, e
cmp esi . ebn
1% 9649524TDATROSTLISL 32287 B1T00eTS 'd66, 1035 B4L
enp edi, ebx

1t 06495247 DaTOOST1351C36635 96132287 BAT000e TS M0 4eed2C2 455 €15D2aT 066, 1035ATS
or dword prr £5ifebp-1C0, 10300

sh 4
fea eax,dword prr ss:febp-ich
eak

50 push
64 1F push 1F
56 ﬁh 51
FF15 GSFEZENY dword ptr ds: [<ATAEErNETSETOnt T onaa]
£3 push ebx
53 push ebx
53 push ebx
13 push ebx
56 push esi
a0 nop
50 nep
nop
nop
nep
ED4D DO Tea scx,dword prr ss:febp-30]
51
095 SCFEFFRF ebp-1840
52
S-l 13

C!l'd! DO G0010000
5 ALO12700

0]
-cn-r“phlu-:nrmlm-]

test eax,eax

InE dE49524TLATE0S T15E LCIB63E 5 e1502aT 66, 1035266
mov esi,dword pir s
push 0645524fbarbos?

By ECX, E5Y
dﬁi 2 4fbarb057 135138635961 322 87 81T 0:0der"S 304eed? 2455615024 d66 . 103FDND
uuuum:mm:u:m:mn:nuvmﬂm:m: e1Sb2afdes. 103586E

An_anuAinsd me. ans, -

ebp+
E1C3EE359e132287817T00dels 304eed2 2455 e15b2ardE6 . 105657C

@ J010355CT

01055904
01035966
01035969
010359€A
01035966
010359€E
010359F 0
010359F6
O10359F 8
010359FA
010359FD:
0103E9FF
01035405
01035408
01035408
Gi03EAN
01035400
0103EA0F
01035410
01035411
01035412
01035413
01035414
01035414
0103541C
01035A1F
01035421
01035427
O1035AZA
0103543C
1035A2L0
01035430

]

53 push ebx
53 push abx

gush 1

ea ecx,dword prr s'IebD-lSl

617 00ders - 103FFAD
nLer
laHb

&BFO moY €51, eax
EBA5 MOy eAx, s dword por ss:febp-74 [ebp-74): "hrTps™
52 push £dx
50 push eax
5375 mov dword pur ss:feop-14), esi
33IFF ®or edi,edi
FFi5 30042704 B8N dword ptr ds: [eAStromplas]
E5CO TAST eax, eax
T8 43 ne 0649524fBa7bISTL3S1CIR635 96132267 BL700e S 904e6d2C2455 £15b2ar D66, 1035 9FD
75 01 &8 &d1,dword por ds:[ebxe1]
3EFE cmp e, ehx
OFB4 EEQIDO00 Je G495 24TRATROLTLIF1CIB63E oogers T o366
5B4D mav ecx,dword ptr 551 febp-6
SB55 96 mov dx,dword prr 55: febp-s [ebp=68]: "sTeancommuni Ty, con”
53 push ebx
§F push ek
64 03 push 3
3 push ebx
53 push ebx
51 push ecx
52 push edx
56 sh esi
FF15 £0992709 E dword p:r de: [chInternetConnectas]
SBCE aLx
B340 D4 uu Mra prr 551 Eebp- 200, ecx
3BCE
OFB4 32020000 je IH"J{FWIH?I.H!GMI oogers T o366
5855 B4 mav edx,dword ptr ss:febp-4C0 [ebp-4C):"/profiles / TE561199662262318"
BBCT moy eax,ed
F7D8 eax
b1 5 B, B
53 puth ebx
- - Amann




e Steamcommuni [)'.CO.“"‘ p

MAGAZA

HAKKINDA DESTEK

ilil http://159.69.26.61 illi -

https://steamcommunity.com/profiles/76561199662282318 profilinde isim alani ilil
http://159.69.26.61 illi seklinde eklenmistir. Dinamik analizde illi alanlari ayristirdigi

gozlemlenmistir. (Kirmizi ile vurgulanmistir.)

®

e 7@ 73 3A 2F 2F
data:@ 6D 75
rdata: @
rdata:e
rdata:@

@11 61 2F

@ 69 BE

@ 74 65
d 81l 2F 2F
rdata:@ 6D 68
rdata: @
rdata:@

a 811 61 2F

@11 69 6E

@ 74 65

@11 2F 2F

mov edx, dword pt
mov_eax, dword pt
649524f 7
6495 24Fba7|
6495 24T bar|
6495 247
6495 24|
6495 24|
sh de495 24
h d649524F|
5| 6495 24T
6495 24T
6495 24T
6455 241
6455 241
6455 241
645524
645524
645524
6495 247
6495 247
6495 24|
6495 24|

o

73
6E

35
74
6C
73

ef5504ee
ef5504ee
ef5904ee
ef5904ee
ef5904ee
ef5504eer
ef5 50488
0def5904eed2c245581502ard66. 12B6DAS
ef5 904ee
ef5 304ee
eT5 30488
efE304ee;
efE304ee;
efE304ee;
ef5304ee
ef5504ee
ef5504ee
ef5904ee
ef5904ee
ef5904ee
ef5504eer
ef5504ee
ef5 50488
def5904eer

efs 90388

align 1@h
74+aHttpssteamcomm db
694+

align 4

aI1lil db 'i1il’,®

align 1eh
2E+aMozillaS@Macin db
B6F+
2@+db ' 8.8.

2=+aHttpsTWETE]mh1 db 'h

2e
aIlil o db 'EIEE',e
align 1eh

2E+aMozillaseMacin_e db

6F+
2e+db

0def5904eed2c2455e1502a7 066, 12B6C4C
0def5904eed2c2455e1502afd66, 12B6C58
0def5904eed2c2455e1502afd66. 12B6C7C
0def590seed2c2455e15b2afd66. 12B6Ca8
0def590seed2c2455e15b2afd66. 12B6ASE
0def5904eed2c245581502ard66. 12B6CAC
0def5904eed2c2455e1502ard66. 1266094
0def5904eed2c2455e1502ard6E. 12B6CA0
00def5304eed2c2455e1502ard6E. 12B6CFE

2c2455e15
2c2455e15
2c2455e15
2c2455e15
2c2455e15
2c2455e15
2c2455815

2af
2af

56.12B6AB6
56.12B6D14
2afdse. 1286044
2afdse. 1286058
2afdes.
2af
2af

2c2455815
2c2455815
2c2455815
2c2455e15
2c2455e15
2c2455e15
3c2455e15
2c2455e15
2c2455e15
2c2455e15
2c2455e15
2c2455e15
2c2455e15

2af
2af
2af
2af
2afde6. 12B6E78
2af
2af
2af
2ar
2ar
2af
2af
2af
2af
2af
2af
2af
2af
2af
2af
2af

2c2455815

.12B6BBS

0defso04ead2c2455 6150227066, 1286A5E
00def5304eed2c2455e1502ard6E. 12B6CES
0def5904eed2c2455e1502ardeE., 12B6ACE
0defE304eed2c2455e15b2afdEE. 12B6ED0

deedc7455a15h3aFdEE 12BEEE,

d649524balb0571351 c386350e13228781700def 5304 eed2 F

012345 67 S9ABCDEF"

4567 E9ABCDEF"

“83ABCDEF"

~COER"

&L"athar

"suftwara\\martm Pnkryn\m nsCP 2\\Configuration"”
UsemasterPassword

security”

Software\\Martin Prikryl\\winscP 2\\sessions"
soft: wi Pyn"

har
"Dasswor ds.txt”
"DPAPI"

o
"passwords. txt"”
et

'opera ax”

Preferer(es
sravewallet'\preferences

GnngWe Chrome”

*invalid string position”

Farkli tarayicilarin vallet bilgileri de uygulama tarafindan alinmaktadir.




—— o w e T —— T

. push ebx -
. ®A 01 push 1
® 040 15 lea etx.Mrd BEr Bebp-160
. CE45 FC 03 byte 55 g“ !
- BAE - “{!G?"BIT TRISRCIEEIRRRIITET BRTOO0LTE POIRdICTASE R1EEATIRE, INIFFAD
. 155
. FF15 §O0OZTOY h dword ptr ds: [<&InternetOpenis]
. 6815 JEFIZE0L sov edx,dwerd pre dsi[126F338] edx:"/TEIEA1T, QU25FI36:4TRITRST
. 87D mov £5i,eax
. &84S BC mov eax,dword ptr [ebp~ “https”
. 52 s s
. 50
. 975 iIC Bebp-140l. 51
- 33FF edi
. FF15 30002703 call Mrd ptr ds:[<&StrompCAs]
- 5C0 TEET &8, SEK

e = 75 03 ne duss:am;m;u:suaasasm;narumdﬂ'smasdzc:ﬁsnsbnﬂlss 10359FD

HE ED7E 01 go o dword ptr 1[ebei]

by 36F3 Onp €51, 80K

---# = DFB4 SE0L0000 g ﬂﬂﬁz-l'l'mhnsn:i1c3mss»u:zzannmefsmemzuﬁseuhznfﬂss 1035860
. EB4D AD ecx, dword pt
. BBSS 98 Sov e, denrd BTF [etp-68)
. 53 push ebx
- £3 push efx
. €4 03 push 3
. 53 push ebix
- 53 push ebx
. 51 push ecx
- 52 push edx tEimh1™
- i6 ush est
. FF15 §0002709 E dword prr ds: [<EINTernetCOnnectas]
L EBCE BOV ECK, 88X
™~ B0 D4 sgv dword pre ssilfebp- X0, eox
. 38CE omp ecx, ehx
=] = OF84 32010000 1* es«wsllfwm!135ac3msn:n:vs:vmmwamulssusw#uw 103EBSS ~ .
. BBSS B4 w..mre pTr & i | [#bp-4c]: =/ T8]mh]
|— BBCT eax, edi
. FTD8 neg eax
. 1BC0 BB eax, ehx
. 53 kit
: 28 ooooeoo0 oz -
»
|

Ek olarak “https://t.me/t8jmh1l” adresine istek gitmektedir.

% 700de Thread: Main dbg
Fie View Debug Tradng Plugins Favourites Options Help Jan 25 2023 (TitarEngine)

CDE 30ty tauBIEgRshe LLES

B cru ‘ Litog | [lnotes | ® breskponts | #8 memorymap | (Jlcalstack | Smsen | lojseript | @symbos | € source | / References | W Threads | ol tandes | ¢¥ Trace

#[0039FE30 55 ush eb) A
«[0035FE31 BREC guvhebp?zsp HidesFEL
o|oozsFEaz: ea EF ush FEFFEEEE )
o |o0zsrezs €8 89173800 Plish de406247ba7b0 7817000875 904820202455 815023 066, 281789 ES  CoosA O e 2282 Oud e e =
o[l0039FE3A 64:A1 00000000 mov eax,dword ptr [ll:[0] [EE R COUING)
o |0035FE40 so push eax ECX  004C7F70 d649524fba7b0571351C386359e13228781700def5 90seed2c2 455 215 b2z
o 0035FEa1 64:8925 00000000 mov dword prr [z [0],esp EDX 00000000
e|o035FEas 51 push ecx EEF  02C99EES
¢ |0035FE4n 53 ESP  02099ESC
o |oozsFEas 130E Xor ebx,ebx ESI 0209024
o |oozsFEaC 8350 FO mov dword ptr ss:febp-100, ebx EDI  02C9a030 &"version: 8. 8\n\nDate: 23/7/2024 17:32:38\nMachineID: 28675
o |0035FEaF 56 sh est
=| A E3B @3 mov esi,dword per ss:Hebp+sll iratversi EIF  0Q039FES2 d649524Fba7b057 135 1c38635 92132287 81700derE 304eed2c2 455 215 b2 4|
o|o035FEsz 57 ediz&"version: s.
o|o035FEss FELE) edi,ecx ediza"version: s.
o e 835E 08 dword ptr ds:[esi+s],ebx
¢ [00z9FESS 891E dword ptr ds:[esi],ebx
o|oozsFEzE £35E 04 dword ptr dsi[esiz],ebx
¢ (lo03sFESE 8845 0C eax,dword prr ss:febprcll
. 50
. 90 LastError 00D03687 (ERROR_SXS_KEY_NOT_FOUND)
. 90 p Laststatus C0150008 (STATUS_SXS_KEY_NOT_FOUND)
. 0347 08 eax,dword ptr_ds: [edi+s] I
. 835D FC dword ptr ss:febp-4]|, ebx G5 0028 F5 0053
¢ 8246 03 o gv;:r‘d ptr dsilesi+s],eax s D OB GRED
. bt H €5 0023 S5 0028
o |0035FE6F €745 FD 01000000 mov_dword prr ss:[feb) .
. & E8 A522FFFF call dsqssgqﬂmrhgsygssl!znsssseuzzamlmnderssmeedznzqsse)shzafdss 392120 ST (0)JEEERGOIN00000000000 LpcB 0N Pmp Y (V2 i
. 83c4 04 add espyt ST(1) FFFFOOD000DOFFFFFFEF X87ri Empty invalid
o|oo3aFe7E 8504 mov_dword ptr i ST(2) FFFFO0OD0001B676F408 X87r2 Empty invalid
o|o035FE80 38C3 ST(3) FFFFODODODOOFFFFFFEF X87r3 Empty invalid
EEF—————* m vr74 21 ST(4) FFFFO000000000000000 X87r4 Empty invalid
o [0035FE8S 880F ¢ | 5T(s) FFFFOOO000000DO0000C XE7FE Empty invalid
o |o035FEsE 38CE ST(5) FFFFO0OD000000000001 X87r6 Empty invalid
003SFESS | v| 74 1B ST(7) FFFFODODODDOD2ZSDIECD X&7r7 Empty invalid
0035FESA 887D 0C
e 2R, £ || xe7Tagword Fere
s & XETTW_O B (Empty) XE7TW_1 I (Empty) |
o e = YRTTW 2 3 (EmbriA_ xArTW 3 3 frmnra
FF15 A8015D00 dwn;d p;r‘ ds: [<&15(r:|1y>] 1
0035FE99 8807 mov eax,dword ptr €
moy Soxdward ber oo fes1] et il
0035FESD 50 push eax [espr4] 0ZCOAD98 0ZCIA096
0035FESE 51 ush ecx [esp+8] 00000001 00DOOOOL
0025FESF FF15 10015D00 Eall aword per ds: [<a1streags] [esp+C] 00000001 00000001
810 F4 MOV £Cx, dword prr ss:Lebp-cl [esp+10] 02CSA03C 02C5A03C
0035FEAS sF pop edi edi:a'version: s. |[5: [esp+ls] 00381783 de495247barbos71351C386359e13228761700def5904eed2c2455e15h
0035FEA3 88cE mov eax, st
0035FEAR sE pap e il
0035FEAC 8 Bob_ebx |
<1 I | r = [ r

00000000
02C39EAD | 02C94098
02C33EA4 | 00000001
02CH3EAE | 00000001
02C99EAC | 02C9ADIC | POTNTer To SEH_Record[1]
02C99EE0 | 00381789 | d6495247ba7b0571351C3863598132287817000eF 590468022455 815b2aFd66. 00381785
02C55€5+ | 0000000 il
02C39EBS | 02C9A048
02C99EBC [[003A5A83| return To d6495247bazb0571351C386359e13228781700def5904eed2cza55e15b2afde
02330 | 02C9A024
02C93EC4 | 00000001
2 00

| oumps | woump4 [ Woumps | @ watcht [ iv-itocals | P struct |

ASCIT
BB 44 24 04|CC Cz 04 00[CC 90 C3 90|CC C3 90 90|.D5.IA..I.AIA
76F00010(30 0 30 90|90 30 90 90|90 90 30 30 20 oa
76F00020(90 30 90 90|90 90 90 90|90 90 90 %0

30 90 90 30 90 90

BB

76FO0040( 8B 4C 24 04|F6 41 04 06|74 05 E8 A1
76F00050(01 00 00 00|C2 10 00 90(8D 84 24 DC
76F00060( 8B 0D 00 00|00 00 BA 40(00 FO 76 89
76F00070(64 A3 00 00|00 00 58 8D|7C 24 OC FF
7&E0n0Rn| 0> 0o 00 &4lRe o0 on onlon o0 &A 01
«

B

are comma (like assembly instructions)

[l Gle]slale Blnlalil=]%

vurgulanan kisimda tarih kontrolt yapiyor. Zero flagi 1 yaparak kontrolden kurtulduk.



Fle View Debug Traong Pugns Favourtes Optons Help Jan 25 2023 (TitanEngine)
coE i tawy taliSesis L @9
!CPUJLJLWIL,WI'mullmm|gﬂsﬂ|qﬁﬂ[umlﬁm|Osmce = References | '@ Thveads | o Handes | ¢ Trace |
3 PUSh eax €K& CT\\WINGOWS | \SySTemsZ |\ cmd. eXe =
. i fea ecx,dword prr 55'.;[]9 300 = (ide EBU
. €645 FC 14 mov byta ptr ss:feb = -
. EB EBCAFFFF | call usqsszqrhnrgn 81700def .129FDEQ Bk QB2 /200 ATCIANWI RIGUE N\
. Tea ecx,dword ptr ss: Ehp 18] [ebp-18]: "C:\\Windows\\system32\\ cmd. exe" EBX 00000004
M 885D FC mov byte ptr ss:febp-sJ,b1 ECX  0382A28C
. EB BOCAFFFF 549524\‘!“?!105?1351:386359& +129FD! EDX  0000001C
. gush desss2stna ie3sesssesaze; B17000erE504eedscs S5t crcbaar dce, 1287298 EBP  0382A2C8
. 8045 EB lea eax,dword ptr ss:febp-18] [ebp-18] :"C:\\Windows\\systen32\ \ cmd. exe ESP 03824220
. 50 push eax £ax:&"Ci\\Windows\\system32\\cnd. exe” EST 00000
. 204D DO lea ecx,dword per ss:febp-zo) EDI 00000000 =
. £8 AFCBFFEF | gall de49524Fharbos 81700def . 129FECO 3
. push eax eax:&"C:\\Windows\\system32\\cmd. exe”
. s fed" et omoro o EIP  012A333D d6435247barbos7
. CE45 FC 15
. 8 C2CAFFPF | call ds-ssufhngn;n;;u;aszs .129FDEO EFLAGS _ 00000246
. 80 lea ecx,dword ptr bn 15§ [ebp-18]:"C:\\Wwindows\\system32\\cmd. exe” FEE L RE L R O
. 885D FC mov_byte p:r s".ann OF 0 SF O DF O
. EB S7CAFFFF | call 81700def .129FD50 CFO TFO IF1
. 880D 74F44801 | mov e:x.w:n-d ptr d Iuan:q] 014BF474:&"C: \\Windows\\system32\\cmd. exe"
. push & LastError 00000000 (ERROR_SUCCESS
. 8055 EB leihed: Y dwoi pi s lenp=11 [ebp-18]:"C:\\Windows\\system32\\cmd. exe” LastStatus COODD0A3 (STATUS_DEVICE
. push edx
. 804D BB lea ecx,dword ptr ss:febp-ss) GS D02B FS 0053
. EB B4CBFFFF 7138 81700def .129FECO €S 0028 DS 0028
. 50 \ \windows\\system32\\ cmd. exe” 2 0023 8= Dozm
. g:s"!:xs byT. :H’ |n — — - N
. mov_byte ptr ss:fe p £
. EB S7CAFFFF | icalll c 81700def .129FDEO ST(0) FFFFO000000000000001 X87r0 E
. 804D EB Iea e:x‘mmr-u r bp-15] [ebp-18]: \\windows\\system32\\cmd. exe” ggg ;:::mm:::;::;; x:;r; :
. 885D FC 5: llebp- -il.b\ X871
. EB_2ZCCAFFFF - dnsszlrnrws 81700def 129FD80 rrgsg FFFFWWWWFFFFFFFF x87r3 E
. 3EC OC sub esp, 5T(4) FFFFO00000O 0 x87r4 E
. 8045 DC Tea eax,dword ptr ss:flebp-240 ST(5) FFFFoonmoamamon x87r5 E
. BCC mov ecx,esp ST(6) FFFFO000D000D000000L X87r6 E
. 8965 AE mov dword ptr ss:febp-55],esp ST(7) FFFFODOOODD0D25DSECD X87r7 E
. 0 sh eax eax: &"Ci \\windows\\system32\\cnd. exe”
. €8 pecorrrr | Eal d“c’s"" 81700def .129FD40 x87Tagword FEFF
. 8055 64 Tea edx,dworg per ssifebprosl St s et et ©
. BCC mov ecx,esp P v
. 8965 AO mvhd-grd ptr ss:flebp-c0J, esp ==
. 2 pushetx Defauit (stacall ~1's 2] IF] Unlocked
. 645 FC 1 ﬂ " jebp-4,17 )ﬁ i s 50
. £5Cecorrrr | caln nsszl 27505 71351, 3228781700def .129FD40 824200 03824200 I
: SE% M S St
. 8045 08 jea caxaword prr ss:fiebprs [ebp+8] : "https: //ndearn.xyz"
. BCC mov ecx,esp . esp+10] 00000000
. 5565 A4 mov dword ptr ssiflebp-5cl,esp [esp+14] 00000000 00000000
. ) push eax eax: &°C:\\Windows\\system32\\cmd. exe”
. C6s5s FC 18 |mov byte prr ss:febp-sJ,1s N
. FET_Acas d Qs 13a1nen v
m ' a i
- 3 o 3824280 def590: a4t b:
Woum 1 | @yoump2 | w03 | ¥4 | E4Dumps | @ waih i | kellocs | P st | e
. 03824288
i Py d6495247ba7b05 7135 1386359132267 81700def5 904eed2c2 455 e15b2afd66. " /C St
76F00010 I
76F00020 | 30 = @
76F00030 90 d649524fba7b0571351 3863591 3228781700def5304 eed2
Aedestard 1) | <2455€15b2afd6. exe - PID: 4012 - Module:
76F00060 | 88 71 3228781
76F00070/ 64 €2455€15b2afd66.exe - Thread: Main Thread 3860 - - -
7&EN0NAN | 07 B e e e e e R R - | v I S e e Sy e 4] e s b vt ot T o 2
m | 32dbg ] v

Uygulamanin komut istemini de ac¢tigi gorulmuastuar ancak kullandigina dair bir bulgu

bulunamamistir.

add ci:,_
push

ush !l‘

ea ecx,dword ptr ss:febp-oc)

ush ecx
dsusz-tfbn?hnszus uzmneuzzunmu-de\'smeedlesseubuﬂlsﬁ CH1ZED
r
=
"

mov dword prr ssifebp-oo], edx
AN d6435247baThb0s 7135 138635 Se132 287817000 ef S 204 ecd2C 45 S elS bR aldEs . CIFFAD
lea ecx,dword prr s leb: .ol
mov rd p:r 15;Bebp-aCl, eax

EEV1 06495241 mmusnls 1C386359€132287817000er s S04 eed 22455 15 b2 AT 66 CIFFAD

Bov dword prr s5ilfeb o EAX
Tea cax,dword per u-lcha scll
h eax
jeop-5 4], e51
jeop-S0g, e
bp-7¢|

d-ord p\:r dsz [am

Ten ecx,dword prr ss:febp-2
6495 24FbaTh0s 71351 C 286

1&a t:r dword pre 55:[ebp- a6
-M'hn?hns?usuzm-neuzzunmndefsmmzcznsseuhiaﬂlss.cswio

=
AT
r

ecutelx>]
59£13228781700def 5 S04eed 22455215 b2 AFIEE. CIFFED

ea_ecx, m d jebp-30f
ﬂ ?g-‘-ﬂ-?"!l"“’] SLCFRGIENElFI2ETELTO0der L R0 eedC AL el D2 ATORE. CIRFED
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push esi
1n. tcl d-ord ptr ss: Jebp-3]
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open”

VAW NIoWEY\ SYST eRED\ ome, exe”

[ebp-90] :a"

fe start AProgranData’\BGCEGLAFLL, exe’\ "~

Frograstata’, BCBGCAFTT. exe’" "

start "W 4,
EGHINFHIIINIIIIKEHCE™

et

[ebp-24]

\PrograsData),’, BeCEGCAFTL. exe™

Wi o',

[ebp-48]: =g e

SYSTEm)2

[ebp-20]:~/c start

\PrograsDatal’ BGCEGCAFTT. exel

W ndows\SYSTemk' \ond, exe”

Prograsoatal BOCRGCAFTL, exel "

W BOCBGCARTT. exe™

Zararli her calistiginda farkli isimlerde .exe olusturmaktadir.

(7] BGCBGCAFILexe
(571 CAFBGDHCBA.exe
7] CBKJIEGCBKK.exe
(571 DGDBAKKJKK.exe
7] DGUEGHDAE.exe
7] EGIDBFBFH).exe
(=7 KJ)JKFII exe

(7] KIKJJEGIDB. exe
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23.07.2024 15:05
23.07.2024 15:05
23.07.2024 14:43
23.07.2024 14:46
23.07.2024 14:41
23.07.2024 14:54

-

Uygulama
Uygulama
Uygulama
Uygulama
Uygulama
Uygulama
Uygulama
Uygulama

0KB
0KB
0KB
0KB
0 KB
0 KB
0 KB
0 KB
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Olusturdugu exe’nin icerisinde bir veri yazamamaktadir. Baglanti saglayarak indirmesi
gerekiyor fakat su an sunucu aktif olmadiginda zararlinin ek dosyasi olusmamaktadir.
Triage uzerinde PCAP dosyasi da C2 sunucu kapali oldugu zamana ait oldugundan
oradan da yeterli bilgi elde edilememistir. Ek olarak sandboxlar kontrol edilmis olup,
ilgili ek dosya bulunamamistir.

rk - Packet 15 - malware.pcapng o

t Port: 62695 r. 49872, Dst Por

M Hypertext Transfer Protocol
GET //METuQDA%2BMDuw0jAJBgUrDgMCGgUABBQAI 25%2BOBKuXHI 3 oRUj4a71ArdrGuQUOpgFBxBnKL by 9r8FQNAgwZTaDIACAQCH:
3 uc

» No error » [Ex Sequence): GET //MEIWQDA%2 X 3Qd[2%2BOBkuXH93fo
Request Method: GET
Request URI: //MEIwQD! DuWOJ AT BgUrD;
Request V HTTP/1.1
Connection:
t: K /E\
class IN z r yptoAPT/10.0\r\n

[Name Lengt!
[Label Count:
Address)

45 00
@ a8

00 o1 5 uo

78 79 n dearn-xy
00 85

09 05

toAPI’lQ
1 ocsp.g
om- - - -

Zararli yazilim calistirildiginda ndearn.xyz’ye erisiyor. Ayrica gorselde yer alan 70. pakette GET
metoduyla beraber ocsp.godaddy.com’da
//IMEIWQDA%2BMDwwOjAJBgUrDgMCGgUABBQdI2%2BOBkuXH93foRUj4a7lArdrGwQUOpgF
BxBnKLbvOrOFQW4gwZTaD94CAQc%3D adli URI'a istek gonderiliyor. Ne yazik ki domain
analizimiz sirasinda satiliga ¢cikmisti. Bu nedenle belirtilen durum séz konusu.
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GoDaddy.com’un izniyle licretsiz olarak park edildi.

Bu Alan Adim Alin
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10C’ler

e https://ndearn.xyz
e https:/steamcommunity.com/profiles/76561199662282318

e https:/t.me/t8jmhl
DNS records for ndearn.xyz
@

Cloudflare Google DNS Authoritative ControlD v Local DNS v

The Cloudflare DNS server responded with these DNS records. Cloudflare will serve these records for as long as the time to live (TTL) has not expired. After

this period, Cloudflare will update its cache by querying one of the authoritative name servers.

A records
IPv4 address Revalidate in
> @ 76.223.67.189 10m

> @ 13.248.213.45 10m



steamcommunity.com/profiles/76561199662282318

@ STEAM’ ABOUT SUPPORT

iLil http://159.69.26.61 illi - Level (o)

—

11il http://159.69.26.61 i1li

r _ .
Level 1\‘DJ 0.3 years Offline g Share
B 2024-04-01T09:36:40+00:00

Goruldugu Uzere Steam hesabi 1 Nisan 2024 tarihinde olusturulmus.

ndearn.xyz

whois information
m DNS Records Diagnostics

cache expires in 1 days, 0 hours, 0 minutes and 0 seconds

Registrar Info

Name GoDaddy.com, LLC

Whois Server whois.godaddy.com Site Status
Referral URL https://www.godaddy.com Status

Status clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited Server Type

clientRenewProhibited https://icann.org/epp#clientRenewProhibited

clientTransferProhibited https:/licann.org/epp#clientTransferProhibited

clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited .
Suggested Domains for ndearn.xyz

Important Dates

Expires On 2025-04-02
Registered On 2024-04-02
Updated On 0001-01-01

Ayrica site durumu inaktif gérinmekte. Ek olarak Wayback Machine vb. gecmise dénuk
herhangi bir site icerigi tespit edilemediginden zararlinin analizini bitirmek durumunda kalindi.



Yara Kurali

import "pe"
import "hash"
vidar_stealer

author = "takim8"

description = "vidar stealer icin yara kurali"

file_name =
"d649524fha7b0571351c386359e13228781700def5904eed2c2455e15b2afd66.exe"

Smz = "MZ"

Sstril "XOO4APTAGDL2BN9"

Sstr2 "SLWLVJILOZZGXL9FT3J317"

Sstr3 = "passwords.txt"

Sstr4 "65 79 41 69 64 48 6C 77 49 6A 6F 67 49 6B 70 58 56 43 49 73 49 43 4A
68 62 47 63 69 4F 69 41 69 52 57 52 45 55 30 45 69 49 48 30"

S$sqll = "SELECT target_path, tab_url from downloads"
S$sgl2 = "SELECT service, encrypted_token FROM token_service"

condition:
filesize<=1MB and hash.md5(0,filesize)=="haa%ela92bab85279dcalaedb641f1fa9"
and all of them and Smz at ©
+




